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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Prerequisites

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.2.0.0.0, refer to the
following documents:

e  Oracle Banking Digital Experience Licensing Guide
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OBDX Servicing Application

2. OBDX Servicing Application

2.1 Prerequisites
OBDX Android App is supported on Android 6 and above versions.

18.2 App will not work for Android 5 and below versions

Download and Install node Js (will be downloaded to default path)

Install node js from https://nodejs.org

Download and install Android Studio from https://developer.android.com/studio/index.html

a.
b
c. Download and Install Android Studio
d
e. Download and Install Android platforms
f.  Update Android SDK to latest API Level.
g. Cordova Version: 6.x
h. Gradle Version: gradle-4.6
i. Android Gradle Plugin Version (3.2.1): ‘com.android.tools.build:gradle:3.2.1'
j. Set Environment variables
k. Set following system variables:
1. Click on Windows key and type Environment Variables.

2. Adialog box will appear. Click on the Environment Variables button as shown
below

Mobile Application Builder Guide — Android 2


https://nodejs.org/
https://developer.android.com/studio/index.html

OBDX Servicing Application

System Properties

Computer Mame Hardware Advanced  System Protection Remote

ou must be logged on as an Administrator to make most of these changes.

Performance

Visual effects. processor scheduling, memory usage, and virtual memaony

User Profiles
Desktop settings related to your sign-n

Startup and Recovery
System startup, system failure, and debugging information

3. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

. H “ ” .
l. Add the above variables in “PATH” system variable.
@; 17-2_app_document Final.docx - Microsoft Word - X
i)
S Home[ Insert  Pagelayout  References  Mailings  Review  View @
-
& Cut g e T e e Ve Ve Ve | — | " % 4 Find -
L. Calibri (Bt o
G2 copy il itean A ronment Variabes « 1 AQB aasbce. aazocon . &, Replace
Past - 3 - Char
Cliphoard & Font User variables for MGARI 5 Edting
Variable Value
PATH CAUsers\MGARNAppDatalRoaming\npm
TEMP %USERPROFILES\AppDatalLocal\ Temp
™P %USERPROFILE%\AppData\LocallTemp anced . System Profection Remote
\cmiistratorto make most of hese changes

Variable pame:

Variable yalue:

New User Variable

ha. memory usage, and vitual memary

>

J

[ nopess

[ C\Program Filesinedjs

janin

Brose Directory... | |

BrowseFile...

!

NUMBER_OF_PROCESSORS
0s

Path

PATHEXT

PERLSLIB

4
Windows NT
C\Prog Oracle\) heCi\app P

and debugging rfomation

{COME EXE; BAT: CMD; VBS; VBE: J; JSE; WSF, WSH, MSC

duct\11.2...

‘
2
@

3
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OBDX Servicing Application

() ﬂ ¥ - )R MobileAPps.xls [Compatibility Mode] - Microsoft Excel
g
# | Home | Inset  Pagelayout  Formulas  Data  Review  View @ -9 X
= %t (= | ] A O FE T AutoSum v A ¥
Calibri BT il a
3 Copy Environment Variables X f\ —DJ j;mv 'ZZ }:‘
Paste || 555 || S A ete Format Sort& Find &
~ - Format Painter B I UE- o4 - £ Clear~ Fntert: Seleﬂ“‘
Clipboard Font User variables for MGARI Ils Editing
AL8 v b . Variable Value 3 &
a7 : 2 C 2 £ 5 & i NODESS C:\Program Files\nodejs £ i -
Veiableyoue:
E PATH C:\Users\MGARI\ AppDts\Roaming\npm
%3 ooty TEMP %USERPROFILE%\AppDatatLocal\ Temp ranced | Sytem Protecton Rt
o -—mrm: T™P %USERPROFILE%\AppDatatLocal\Temp cimiistratorto make mast of thess changes
os
tuth
PATHECT iduling, memary usage, and vitual memory
PERLSLR
Edit.. Delete Seifings
System variables
r signin
Variable Value 2
T CAWINDOWS\system32\cmd.e 2T
DEFLOGDIR C:\ProgramData\McAfee'\ DesktopProtection
NUMBER_OF_PROCESSORS 4 i o
o Vindows NT and debugging iformation
Path C:\ProgramDats\ DraclelJavajavapathy C:\app\MGARN product 11.2.. -
PATHEXT COMEEXE; AT, CMD; VBS: VBE,JS,JSE.\WSF, WSH: MSC =
2 PERLSLIE hd
12 Enviropmert Variables...
i Nev.. Ed. Delete
5
126
7
0K Cancel
= oK Cancel
T3
10
B
T2 3
1. Install cordova using the command
npm install —g cordova
- x

B8 Command Prompt
n -

a. If you face the above error then set proxy using following commands on command line.
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npm config set proxy <provide your proxy value here>

npm config set https-proxy <provide your proxy value here>

Command Prompt - X

m\\bim\\npm-c1i.3s”

12:56 PM
~ 0B 7500

B Command Prompt - x

1:58PM
~ 0 ) B g

2. Create sample project using following command

cordova create <directory name> <package name> <project name>

Eg : cordova create zigbhank com.ofss.zigbank ZigBank

Mobile Application Builder Guide — Android 5
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B Command Prompt - X

the tool over time?

2:00PM
T B 507

3. All subsequent commands need to be run within the project's directory
cd <directory name>
Eg: cd zigbank

& Command Prompt - X

Z01PM
~ 0B 500

4, Add platform android to the project using following command

cordova platform add android @6.x.x

Mobile Application Builder Guide — Android 6
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5.

BE¥ C\Windows\system32\cmd.exe

Extract Android workspace from installer and place in a folder.

a. Copy folders cordova & Cordovalib from sample project (created in previous
step) to this workspace(zigbank\platforms\android). Merge the folders and skip
(do not replace) existing files. Confirm from below screenshot

Mame -
.gradle
idea
app
app-lib
BarcodescannerlLib
build
cordova
Cordovalib
customizations
gradle
obdxcore
obdxwear
obdxwear-lib
| android.iml
i android.jsen
| build.gradle
gradlew
gradlew.bat
| keystore.jks
ﬁ local.properties
ﬁ project.properties
| settings.gradle

E wrapper.gradle

Mobile Application Builder Guide — Android

Date moedified

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

ML File

| File
GRADLE File
File

Windows Batch File
JKS File
PROPERTIES File
PROPERTIES File
GRADLE File
GRADLE File

Size

1KB
4KB
2KB
6KB
3KB
3KB
1 KB
1KB
1 KB
1KB



OBDX Servicing Application

2.3 Adding Ul to workspace.
Use any 1 option below

a. Building un built Ul (required in case of customizations)

Extract unbuilt Ul and traverse to OBDX_Installer/installables/ui/channel/_build
folder and perform below steps

Windows —

npm install -g grunt-cli

npm install

set IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile
npm install cwebp-bin

Copy "vendor" directory from _build/node_modules/cwebp-bin/ to
_build/node_modules/gruntcwebp/node_modules/cwebp-bin

grunt --max_old_space_size=5120 mobilebuild --platform=android
Linux -

sudo npm install -g grunt-cli

sudo npm install

export IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile
npm install cwebp-bin

Copy "vendor" directory from _build/node_modules/cwebp-bin/ to
_build/node_modules/gruntcwebp/node_modules/cwebp-bin

grunt --max_old_space_size=5120 mobilebuild --platform=android
b. Using built Ul (out of box shipped with installer)

i. Unzip dist.tar.gz for android from installer and copy
folders(components,extensions,framework,images,json,|zn,pages,partials,re
source, index.html,build.fingerprint) to workspace
(platforms/android/app/android/app/src/main/assets/www/)

Delete originations folder inside images (images/originations) and ensure webhelp
folder is not copied.

2.4 Importing in Android Studio
Open Android Studio

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.
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® Select Eclipse or Gradle Project to Import >

Select your Eclipse project folder, build.gradle or settings.gradle

ace X O

= Hide path

“Workspacel 8. handroid\service\workspacelobddplatformsiandroid ﬁ

Waorkspacel18.1
android
® authenticater
sErvice
® libraryproject
workspace
obdx
platforms

¥ ¢ android

.gradle

Adea

assets

! BarcodescannerlLib
build
cordova

# Cordovalib

KES [ ]

2. For Adding Facebook (Required for social payments only)

a. Open facebookconnect.xml

b. Replace YOUR_FB_APP_ID with your fb app id generated from facebook
developer console

c. Replace YOUR_APP_NAME with the App name

Mobile Application Builder Guide — Android
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As shown below

facebook for developer: Docs Tools Sup; [YVPSCMll  ©, Search developers.facebook.com

@ zioBank - APPID:1 8 21 92 96258 CID status: Live A View Analytics (@ Help.
# Dashooars Facebook Analytics

£ settings »

A) Roles »

View Your Analytics

& Alerts (2] » > y
N Use Analytics to see how people use your app, measure retention, track conversion and optimize for growth enEnahtcs)

@ App Review »
UNIQUE USERS
PRODUCTS @&
@ Facebook Login »
10
Analytics »
° v B weeky
@ messenger » Daily
© webnooks .
Activity Log
0
Nov 15 Hov 18 Nov21 Nov2a  Nova? Nov 30 Dec 03 Dec 06 Dec09 Dec 12
e o [ D0 B vt alleor, ripbani plat o sl o] et e v e el et el (g © Ao Shaden = | £
Ble Eda Wwew hevigeie Code Aralyre Befscier Buld Ron Jook W05 ifedow Hels
= W B O # XOEDA QAR @ A, | M orgapache oo whitestimagp | B % B (& B L 7 Q
T Arad it e o o
Crwel weEelise L 20 eRdellage unf-d T ¥ 0
- ]
- tEing names” b _app_id”
tEANY rames"fh app_nams” P
3 o Crassursss ;E
g ! i
& g
o i
! 0
- L]
) i
L]
]
L]
*
o
. {
] &
] ¥
H B
4 i
3 L]

Eremeat  [Frsa  Eglsga  Broooe T et L6
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3. FCM Setup Configurations
3.1 Google Play Integrity

a. Go to URL https://console.developers.google.com/

b. Create a new Project and set name of you project

New Project

Project name

‘ SafetyNet|

Your project ID will be safetynet-161214 Edit

CANCEL CREATE

c. Choose ‘API's & Services’ option from side bar.
d. In API's & Services > Dashboard > Choose ‘Enable APIS AND SERVICES’.

API APIls & Services APIls & Services -+ ENABLE APIS AND SERVICES

< Dashboard
(i ] You don't have any APIs available to use yet. To get started, c
o Library
O Credentials
HY OAuth consent screen
Domain verification
So Page usage agreements

e. This will redirect to ‘Library’ where we need to search ‘Google Play Integrity API’.

<« C @& console.cloud.google.com/apis/library/browse?organizationld=0&project=symmetric-sylph-374507&q=Google%20Play%20Integrity Mo » 0@ :
& oracle Login - Sin.. 3¢ 19.2 SUSIT - Ora. = JFrog 3¢ Environments - Or.. 3% 18.1- Oracle Bank.. @ Index of obex-np.. 3€ 18.2 - Oracle Ban.. [E] Login - Futura Bank % Archive Extractor.
= GoogleCloud 2 sample Project w aQ §f§ M a @ H s
API API Library I Q. Google Play Integrityf XI

API Library > “Google Play Integrity”

= Filter Type 1o filter 2results

Google Play Integrity API
Visibility ~ Google

Public (@ The Play Integrity API helps you check that you're interacting with your genuine app on a genuine Android device powered by Google Play
services. The Play Integrity AP has replaced SafetyNet Attestation and Android Device Verification.

Category ~
Mabile @ Android Device Verification (DEPRECATED)

Google

DEPRECATED. The APl is dep and has been replaced by the Google Play Integrity API. Please see the link below for

more information.
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f. Click on Google Play Integrity API and enable it.

<« C @& console.cloud.google. is i i is.com2proj ic-sylph-374507 O % » 0@ :
B oracle Login - Sin.. $& 19.2SUSIT-Ora.. % JFrog & Environments-Or.. $& 18.1-Oracle Bank.. @ Indexof obdx-np.. $& 18.2- Oracle Ban.. [8] Login - FuturaBank ,§ Archive Extractor... »
Google Cloud Sample Project v Q # B © e s

< Product details

Google Play Integrity API

Google

Check that interactions are coming from your genuine app running on a
genuine Android device.

ENABLE TRY THIS API 2

OVERVIEW SUPPORT
Overview
The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services
The Play Integrity API has replaced SafetyNet Attestation and Android Device Type: SaaS & APIs
Verification Last updated: 23/12/2022
Learn more @ Category: Mobile

Service name: playintegrity.googleapis.com

g. If the application usage is high, the quota request form needs to be submitted. Please fill quota
request form from below site. Also select below options.

https://support.google.com/googleplay/android-developer/contact/piaqr

e Naispnoruocyl g 1 o * » 0O
[E Oracle Login - Sin.. & 19.2SUSIT-Ora.. % JFrog 3¢ Environments-Or.. 3% 18.1-Oracle Bank.. @ Index of obdx-np.. 3% 18.2 - Oracle Ban.. [E] Login - FuturaBank .3 Archive Extractor »
=  Play Console Help Q  Describe your issue

Play Integrity API

The Play Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play, running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight attacks and abuse.

You can use the form below to provide feedback, report issues, or request to increase your daily maximum
number of requests. By default, apps are subject to a daily maximum of 10,000 requests per day. Before
requesting increased usage, review the Play Integrity API i ing the security
practices to ensure you have implemented the API correctly.

At this time, we can only respond to emails sent in English, Chinese, Japanese, and Korean.
* Required field

Please specify: *

@ Increase maximum number of daily requests

QO Provide feedback

O Reportissue

Name of requesting organization/person *

[
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C @ support.google. i i h % »* 0@ :

2 192SUSIT-Ora.. % JFrog 3 Environments - Or.. $& 18.1-Oracle Bank.. @ Indexof obdx-np.. $& 18.2- Oracle Ban.. [8] Login - FuturaBank _§ Archive Extractor... »

& Oracle Login -

= Play Console Help Q Describe your issue

T T
How are you calling the Play Integrity API? *
@ My app is calling the API directly

(O Athird party 'm using in the app is calling the AP, please specify

How often will you call the API for each user? *
QO oOonceper day or less

O  once per hour

o Once per 15 min

® Once per S min or more

Is there any Pl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
QO Yes, but hashed or encrypted
Q Yes, in plain-text

® no

C @ support I i a x* » 060
Oracle Login - Sin.. 3¢ 19.2SUSIT-Ora.. 7 JFrog 3¢ Enviranments - Or.. 3£ 18.1- Oracle Bank.. @ Index of obdx-np.. 3¢ 18.2 - Oracle Ban. Login - Futura Bank .8 Archive Extractor... »
= Play Console Help Q_ Describe your issue = @

How are you validating Play Integrity APl responses? *

Q) server side - by calling Play’s server to decrypt and verify

@ server side - by decrypting and verifying with self-managed AP keys
O Inmy app - by calling Play’s server to decrypt and verify

O nmy app - by decrypting and verifying with self-managed AP! keys

O  Other, please specify

How does your app retry in case of Play Integrity APl errors? *
@® Noretry

(O A small number of retry attempts within a shart time window
QO  Retry with exponential backoff

QO  Other, please specify
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[ & support.google.c vdroid-di Py M & 0O °

acle Login - Sin.. $& 19.25USIT-Ora.. % JFrog & Environments-Or.. & 18.1- Oracle Bank.. @ Index of obdx-np.. & 18.2 - Oracle Ban... [&] Login - FuturaBank _§ Archive Extractor...

Play Console Help Q, Describe your issue

it}

How will your app act when the Play Integrity API detects risky traffic? *

Please answer with your end goal in mind even if your app is not acting yet. As a reminder, your app should also be able to
deal with Play Integrity API errors and the API being unavailable.

@ Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

A mix — deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

(©]
O
O No action. I'm only collecting data.
O

Other, please specify

Quota request - Estimated total queries per day *
O 10,000 to 1,000,000 (10K to M)

O 1,000,000 to 10,000,000 (1M to 10M)

O 10,000,000 to 100,000,000 (10M to 100M)

O 100,000,000 or more (100M+)

Quota request - Estimated total queries per day * - The approximate load, Play
Integrity APl is called once each time the app in opened

Quota request - Estimated peak queries per second - Leave blank
h. To enable Play Integrity responses please follow below steps-

Go to Google Play Console->Side Menu ->App Integrity

-
| @0 ® > Appintegrity|test x 4+ 2
|
| € 5 @ % play.google. 4 797. integrity/overview * &0 &0
| [ oracte Login - Sin.. 3 19.2SUSIT-Orac.. % JFrog & Environments - Or.. $& 18.1-Oracle Banki.. $& 18.2- Oracle Bank.. [8] Login - FuturaBank 3 Archive Extractor.. » [ All Bookmarks
= .“r Google Play Console Q  Search Play Console ® ® test @&
L] inbox 2 - -
App integrity
il, Statistics
Play Integrity API Integration not started
T Publishing overview
App signing Signing by Google Play
Release
BB Reloases overview Store listing visibilty No integrity checks
£ Production
» () Testing
Play Integrity API  integration not started Hide A
» 1,0 Reachand devices
Call the Integrity API at important moments in your app to check that it's your app binary, installed by Google Play, running on a genuine Android device. Your
() App bundle explorer s P .
app's backend server can decide what to do next to prevent abuse, unauthorised access and attacks. Show less
@ App integrity
[~ @3 setwp (® Play Integrity API for Android @ Play Integrity API setup [  Play Integrity APl overview
developers
— How to set up your app or game to Play Integrity API helps protect your
PP Egmng 2 minutes use the Play Integrity API apps and games from risky and
fraudulent interactions
Internal app sharing
Advanced settings
ogl 8/ap| pi-settings d
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® 0 @ P Playintegrity APl settings [ 1+ X 4

0|

& =2 @ % play.google. / 797358/app) 3426267 pi-setting: * &40 &0
Oracle Login - Sin... & 19.2SUSIT-Orac.. & JFrog @& Environments - Or.. g% 18.1- Oracle Banki.. & 18.2 - Oracle Bank... Login - Futura Bank , § Archive Extractor... » [ All Bookmarks
= > Google Play Console Q,  Search Play Console ® @ test |

L inbox 2
« Appintegrity

Play Integrity API settings

Iy Statistics

T Publishing overview

Release Project configuration

0O Releases overview

& Get support

Hide A

#. You can change Play Integrity AP settings after you link a Google Cloud project

£ Production

Testing

» 10 Reach and devices

Responses

(m) App bunde explorer

View and edit the integrity verdict responses that your app receives

@ App integrity

v {8 Setup

App signing

Field Verdict

Device integrity Device integrity

Device integrity Recent device activity (&)

Internal app sharing

Advanced settings Application integrity Application integrity &

Status Values

off

off

off

Click on Link project and then link your existing google cloud project. If it is not created then

create new and link the same.

Link Google Cloud project X
Link your Google Cloud project to use the integrity API
]
Google Cloud project
(®  Link existing project
By linking your Google Cloud project, you agree 10 the Terms of Service.
Sample Project +
Enter project number manually
i (O  Create new project
-
-
LS
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i. Scroll down on the same screen and click on Change Responses.

& Google Play Console Q_  Search Play Console @ @ & test

& Allapps Play Integrity APl settings © Getsupport
Select actions

OF  Dashboard

D- Inbox 2

Responses

View and edit the integrity verdict responses that your app receives

il Statistics

-‘o Publishing overview

Field Verdict Status Values
Release Device integrity Device integrity @ @on MEETS_DEVICE_INTEGRITY
B8 Releases overview Device integrity Recent device activity @ off

£ Production PLAY_RECOGNIZED, UNRECOGNIZED_VERSION,

Application integrity Application integrity @ @on
) :.') Testing UNEVALUATED
» 10 Reach and devices Account details App licensing @ @on LICENSED, UNLICENSED, UNEVALUATED
1
fg\ App bundle explorer Environment details Play Protect status @ off
@ App integrity Environment details App access risk (beta) @ off

- [g] Setup

Internal app sharing

View JSON sample

j- Enable the Meet basic Integrity option and save the changes.

G
+
=

eoe O~ < > & play.google.com ©

Change responses X

Change the integrity verdict responses that your app receives. Device integrity, application integrity and app licensing verdicts are always
returned.

Device integrity verdicts

Meets basic device integrity (3) Q

0

Meets strong device integrity (3)
Recent device activity e
Environment details verdicts

Play Protect status e

App access risk (beta) a »

Discard changes
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k. Scroll down on the same screen and click on Edit button of classic requests section

= .“/ Google Play Console Q, Search Play Console @ O test @
€ Allapps Play Integrity APl settings @ Gotsupport
OF Dashboard Create listing

L1 inbox 2

il,  statistics TEStlng

Create tests to check how your app behaves when it receives different integrity verdict responses
© Publishing overview

Create new test
Release

B8 Releases overview Classic requests

Classic API requests are an optional way to request integrity verdicts. View your maximum daily requests and configure your response
£} Production encryption. Learn more
» ¥ Testin
» 9 Field Values

» 10 Reachand devices _
Usage tier (2 Standard

Response encryption Managed by Google

(=) App bundle explorer
@  App integrity
- £ setup
App signing

Internal app sharing
® 2024 Google - Mobile app - Status Dashboard - Terms of Service - Privacy - Developer Distribution Agreement

I. In the window that appears, select Manage and download my response encryption keys and
follow below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password
for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window
which was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.poem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.txt file on your path. It must be
consist of VERIFICATION_KEY and DECRYPTION_KEY.

b. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_ B
table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY
An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY"

update DIGX_FW_CONFIG_ALL_B set prop_value = "YOUR_ENCRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY"
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c. Similarly, Obtain the same keys for authenticator app by using above steps and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR?;

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR?;

Change how your responses are encrypted and decrypted X

O Let Google manage my response encryption (recommended).
Google will generate and manage your response encryption keys. Your backend server wil call Play's server to decrypt responses

@ Manage and download my response encryption keys.
Google will generate response encryption keys for you to download. You can update your app server logic to use the keys to decrypt responses.

1. Generate a .pem file so that Google Play can encrypt your response encryption keys for secure download
Show instructions v

2. Upload the .pem file to download your response encryption keys.

Upload .pem file

2 Upload

Dl denges

m. Add project number in below property of app.properties

<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project

= Google Cloud S Play integrity v Search (/) for resources, docs, products and more Q search & @ @ °

Project number: 420817979115 B ProjectID: play-integrityt4dquiheddectm M

2 Welcome

You're working in Play Integrity

Dashboard Recommendations

Create a VM Run a query in BigQuery Create a GKE cluster Create a storage bucket
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n. Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement. Please use below property in
RootCheckFlags.java(workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofss/

digx/mobile/android/)
long playlntegrityAPICallTime = your_time_in_seconds;
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3.2 For Push Notifications.
a. Go to URL https://firebase.google.com/

b. Traverse to console and create a project

# Firebase Gotodocs @ O

Welcome to Firebase!

Tools from Google for developing great apps, engaging wit

your users, and earmning more through mobile ads . :
Q Leammore = Documentation [ Support e /

0BDX
Add project
@) Explore a demo project & 0s

c. Download google-services.json from below page and save to
(zigbank\platforms\android\app) directory.

d. Remember to keep the projects package name and firebase package name same.

B Firebase OBDX ~  Seftings Gotodocs @ O
A Project Overview Project name 0BDX
Project I () obdx-639e5
Develop Cloud Firestore location us-central
s Authentication Web API Key AlzaSyBnymFZ0dRmembxyX\W.Jt87mS9HdaneE0Gy

Public settings

ol instances of yo ct shown to the public

Publ me @ 0BDX
ML Kit

support email & oraclefcdbmobiledev@gmail.com -

Quality
Your apps
Analytics
Add app

a1 Dashhoard

Upgrade Android apps

Download the latest config file

¥ google-services.json

< & com.ofss.digx:mobile.android n details such as keys and

abled -
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e.
shown below.

0BDX

’J Firebase

" Settings

Project Overview

&

General Cloud Messaging

Develop

2% Authentication

Database Project credentials

Storage

Hosting
-] Functions Key

ML Kit

rver
Quality Leg key &
SenderiD @

Analytics 062626365675

sl Dashhoard

Spark

Free $0/month

Upgrade i0S app cenfiguration

Integrations

FCM Setup Configurations

Traverse to cloud messaging tab and note the server key. Add the key to OBDX table as

Service accounts Data privacy Users and permissions

Add server key
Token
Nurz3VwXNJN020n2ZCqpddnsSwOTywl1gTCu1J8Co2mYBJow-aY6boT
VBHLbueqdIXr6SoYBXGam|7FN2Swhy_HFEKthRWxUv
QAFkb5ahgzU
Firebase Cloud Messaging can use either an APNs authentication key or APNs certificate 1o connect

f. If proxy address is to be used, provide the same in database as mentioned in point 3.
Sr. | Table PROP_ID CATEGORY | PROP_VALUE | Purpose
No. _ID
1 DIGX_FW_CON | FCM DispatchDeta | <Server_Key> Provides key for
FIG_ALL_B ils FCM noted earlier
2 DIGX_FW_CON | FCMKeyStore | DispatchDeta | DATABASE or | Specifies whether
FIG_ALL_B ils CONNECTOR | to pick server key
from database or
from connector.
Default DB (No
change)
3 DIGX_FW_CON | Proxy DispatchDeta | <protocol,proxy | Provides proxy
FIG_ALL_B ils _address> address, if any, to
be provided while
connecting to
APNS server.
Delete row if proxy
not required.
Example:
HTTP,148.50.60.8
If CONNECTOR is selected in Step 2 update password as below
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ORACLE webLogic Server Adninistiaton Consow 12 D |

Back| |} Fiaish | || Cancel

How do 1.

Properties for tokens to be configured as —

Sr PROP_V
: Table PROP_ID CATEGORY_ID ALUE Purpose
N - - (Default P
0. Value)
Time in secs after
DIGX_FW_ I which user will have
1 CONFIG_A APMOBAPP_EXPI a}uthentlcatlonCon 864000 to reregister for
RYTIME fig S
LL_B alternate login in
mobile app
Time in secs after
DIGX_FW_ o which user will have
2 CONFIG_A QEISR'\:(A'I\'T;EOT_E guthenhcaﬂonCon 1296000 | to reregister for
LL_ B 9 snapshot (for mobile
app & wearable)
DIGX EW o T|rr_1e in secs .after
= . ~ | APWEARABLE _E | authenticationCon which user will have
3 CONFIG_A . 1296000 ; ;
LB XPIRYTIME fig Fo reregister for login
— in wearables
Time in secs after
which user will have
DIGX EW to reregister for Siri
=~ ~ | APSIRICHATBOT | authenticationCon (There is no separate
4 CONFIG_A . 1296000 : o
_EXPIRYTIME fig registration, it will
LL B .
— happen automatically
after alternate login is
enabled)
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1.
2.

oz o

HO ¢4
android
EF Project

% 0 ol
* build.gradle
MR
plugins

seat |

resources nls
retail
| configuration.htm
i cordovajs
i cordova_plugins js
i) indexhtml
build
cordova
i Cordovalib
gradle
libs
2 ObdxLib
platform_www

=1 1: structure

& Captures

=) gitignore
& android.iml

il android json

% AndroidManifestml
+ build.gradle

4l gradle.properties

A Build Variants

=) gradiew
=l gradlew.bat
4l local properties

4l project properties

& 2:Favorites

2 settings.gradle

(& wrapper.gradie

« & Android Manitar

Edit View Navigate Code Analyze R

QR

| 0: Messages

Build Release Artifacts

Clean and Rebuild your project in Android Studio.

Build Release Artifacts

B Project Structure

+ —
SDK Location
Project

Developer Services
Ads

.| Authentication

.| Notifications
Modules

d

# Cordovalib

2 Obdxlib

Properties | Signing | Flavors | Build Types | Dependencies

debug + | Name: | release

=) - |
=) - |
I -
Renderscript Debuggable | (fzlzc n

Debuggable
Ini Debuggable

Signing Config

In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

Renderscript Optim Level |

= - |

Minify Enabled

Pseudo Locales Enabled

I -
\

Proguard File

Application Id Suffix

I
\

Version Name Suffic |

Zip Align Enabled

o JE==

Tchars 7343 LF: UTF-3:

Q
cordova_pluginsjs % | [ jsonjs x | =25
[ 2
g
#
z
z
1 Eventlog =] Gradie Console
W &

Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-
rules.pro (zigbank\platforms\android)

® ' -
= .
File Edit View Nevigate Code Analyze Re

DHO ¢4 XHmaa +— Properties | Signing | Flavors | Build Types | Dependencies

i ® 1
_Ciandroj © SelectPath X Name | release |
7 Py — . -
— ac® BX O & Hide path
1 =nta\Desktop\17.2 pp P les.pro |14 gz |'h':E ﬂ
Cordovalib Jni Debuggable [¢eatse n

o gradle

z Signing Config [ n
Z libs

Z Obdbib Renderscipt Debuggeble |11+ |53

& latform www
b P - Renderscript Optim Level |

res

e stc Minify Enabled T - |

5 5| gitignore

3 Pseudo Locales Enabled | B

8 & android.iml

£t android.json

© build.gradle
i gradle.properties
= gradlew
=) gradlew:bat

it local propertes

£l project.properties
@ settings.gradle
@ wrapper.gradie

¥ Build Variants

i platforms json
plugins
res

e
I

% AndroidManifestam|

[') proguard-rules.pro

= [ o« IS

Proguard File [

Application Id Suffic [

Version Name Suffix |

Zip Align Enabled

(o) |

i) Event Log

[:mmm,pmgms.ﬁx B jsonjs % | ~=2| @
® 2

&

z

g

[=] Gradle Consale

Tchars 7344 LF: UTF-8%

L3
Lzl

4, Click on OK -> again click on OK
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5. Adding URLSs to app.properties.xml (customizations/src/main/res/values/)
a. NONOAM (DB Authenticator setup)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg. http://mum00chx.in.oracle.com:3333

WEB_URL

Eg.http://mum00chx.in.oracle.com:3333

SERVER_CERTIFICATE_KEY

Refer point 6.7

b. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE

OAM

KEY_SERVER_URL

Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)

WEB_URL

Eg.http://mum00chx.in.oracle.com:3333

KEY_OAUTH_PROVIDER_URL

http://mumO00aon.in.oracle.com:14100/oauth
2/rest/token

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App
client

APP_DOMAIN

OBDXMobileAppDomain

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

SNAPSHOT_DOMAIN

OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginSco
pe

SERVER_CERTIFICATE_KEY

Refer point 6.7
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Build Release Artifacts

c. IDCS Setup

SERVER_TYPE IDCS

KEY_SERVER_URL Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)

WEB_URL Eg.http://mum00chx.in.oracle.com:3333
http://obdx-

KEY_OAUTH_PROVIDER_URL tenantO1l.identity.c9dev0.oc9gadev.com/oaut
h2/v1/token

APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App
client

WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables

SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot

LOGIN_SCOPE obdxLoginScope

OFFLINE_SCOPE o .
- urn:opc:idm;__myscopes__ offline_access

SERVER_CERTIFICATE_KEY Refer point 6.7

6. Adding chatbot support to mobile application (Optional)

CHATBOT_ID The tenant ID

CHATBOT_URL | e web socket URL for the ChatApp application in IBCS

7. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag
of AndroidManifest.xml (on app & obdxwear target)
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Build Release Artifacts

™ android - [D: - [app] - -Aapplsre i - Android Studio 3.0.1 - o X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
android ) Iz app B src ) I main ) B AndroidManifestaml ) (Caapp ~ [T TEE AR @Q
| O Project - D % | # I | & facebo ‘ o B ‘ Gradle projects # e
2| P2 androld D:\lnstalle01 Installer\Workspace\zigbankipla wamifest] [ application] O+-—- @ == i B B
= — 1 g
- gradle <uses-permission android:name="andreld.permission.WRITE_EXTERNAL'S v (8 android =
idea <uses-permission android:name="android.permission.READ_PHONE_STATE @ android (roct)
G app <uses-permission android:name="android.permission.ACCESS NETWORK : @
z = app-lib <uses-permission android:name="android.permission.ACCESS COARSE L0 e
z = Barcodescannerlib <uses-permission android:name="android.permission.ACCESS FINE_LOCA {E’\ app-lib
i cordova <uses-permission android:name="android.permission.RECETVE_SMS" /> (& :Barcodescannerlib
v Cordoualib <uses-permission android:name="android.permission.READ SMS" /> (@ :Cordovalib
il Cordovatd <uses-permission android:name="android.permission.CAMERA" /5 (3 :customizations
8 i customizations <uses-permission android:name-"android permission,FLASHLIGHT' /> (® :obdxcore
: radle
g M Senti (& :obhowear
3 = obdxcore <application -~
® obdxwear android:hardwareAccelerated="true" T (S :ohdrwear-lib
= obdxwear-lib andro1d: icon="enipnap/icon
android:label="ZigEank”
< android.iml android:usesCleartextTrarfic=!trus
san 2ndroid json 31 android: supportsRtl="true">
(@ build.gredle <activity
|1 gradle properties 3¢ android ntation| |Reyb
& gradiew a7 andro1a:label="gstring/launcher_name
android: launchMode="singleTop"
gradiew bat . )
android:name="com.of ss .digx.nobile. android.MainActivity"
2 7 keystorejks android: theme="¢android:style/Theme.DeviceDefault .NoAction
H 1local.properties andro1d:windowSof tInputMode="ad justResize">
s project.properties </activity>
z @ settings.gradle <activity android:name="com.ofss.digx.mobile.android.SplashAct § -
= > d android:configChanges="orientation|keyboardiidden |keyboar @ Can't use Subversion command line <lient: sun o
- (& wrapper.gradie android: label="estring/launcher_nane’ Probably the path to Subversion executable is 5
Il Esternal Libraries ‘android: launciMode—"singleTop” wrong. Fix it. %,
k android: theme="¢style/SplashThene" £
H android:windowSof tInputMode="adjustResize"> © Platform and Plugin Updates 7
a <intent-filter android:label="Cstring/app name’> =
5 = Android Studio is ready to update. s
* Tet | Merged Manifest s
El
P &Run 2 TODO & logeat 3 Android Profiler 1 & Version Control  [& Terminal & 0: Messages (@ Eventlog [l Gradle Console
[ Executing tasks: [:app:assembleDebug] (moments ago) = Gradle Build Running €@ 3344 CRIF$ UTF-8 Conted: <nocontet>
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8. For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk

 android - [D: - [3pp] - ..\app\src - Android Studio 3.0.1 - o x
PPl - \app
File Edit View Navigate Code Analyze Refactor Run Tools VCS Window Help
= android ; | app st » % main ) 8 Androidly “ Make Project EHeR) A [Eap~-] P 7 & ARG E | FEDR LR @ Q
e = SRR I Make Modulc [app B ) FrinmET # -1
£|v P2 android Dlnstallen\O1Installer\Workspacelzigh ~ Clean Project G+ - @ =
5 gradle Rebuild Project S
P sion android:name="android.pernission.WRITE_EXTERNALEy (3 android a
idea = et sion android:name="android.pernission.READ_PEONE STATE & android (root)
o app Edit Build Types... sion "android.pernission.ACCESS NETWORK S S )
B = app-iib Edit Flavorsn, sion "android. permission.ACCESS_COARSE_ L - aZ:—hb
E = Barcodescannerlib Edit Libraries and D _ sion "android. permission.ACCESS_FINE_LOCA et .
& cordove sion android:name="android.pernission.RECETVE_SMS" /> & :BarcodescannerL i
b Cordoontit S e sion "android. pe: READ_SMS" /> 2 Cordovalib
rdovali . .
i atb Build APK(s) sion "android.pernission.CAMERA" /> 3 :customizations
0 i customizations sion android:name='android permission. FLASHLIGHT' /> > robdrcore
H gradle
E obdxcore Analyze APK. 2 iobdawvear
o | > i
® cbibowear Deploy Module to App Enine... _ naxavareaccelerateds" true® obdmearlib
obdxwear-iib L android:icon="émipmap/icon"
- 2 android:label="ZigBank"
'St android.iml android:usesCleartextTraffic="true"
i android json - android:supportsREl="true’s
 build.gradle s cactivity
2 gradle.properties e android: configChanges="orientation keyboardHidden|keyboard
g android: label="éstring/launcher_nanc"
android: launchMode="singleTop"
E "com. of ss . d bile.android oy
P 2 keystorejks s android:theme="pgandroid:style/Theme DeviceDefault NoActior|
H il local properties a android:vindowSof tInputMode="adjustResize">
E £ project propertis 7 <ractivitys
Z > <activity android:name="com.ofss.digx.nobile.android.Splashict
E -‘:2:::2::‘& android; cont- . o S ) e
! 11l External Lib android: label="Estring/launcher nanc" e e S H
| External Libraries android: launchMode=" singleTop" i 3
47 android: theme="gstyle/SplashTheme" ES
g android:windowSoftInputMode="adjustResize'"> © Piatform and Plugin Updates ;,'L
g 4 <intent-filter android:label="estring/app nane"> S
5 = Android Studo is ready to update, H
—‘ Text ‘ Merged Manifest €
D.4Run  SBTODO = Glogeat (7 Android Profiler 1 & Version Control  [E Terminal | & Messages @ Eventlog [ Gradle Console
[ Gradie build finished in 7s 159ms (today 3:55 PM) 281 CRLFt UTF-8 Contet <nocontet> %

X

® Generate Signed APK

Module: = 3pp n

[ Previous | | Concel | | Help |

9. If you have an existing keystore.jks file then select choose Existing else click on Create New
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10.

11.

12.
13.

Build Release Artifacts

® Generate Signed APK ®
Key store path: | Ch\Users\adipatel\My Documentsikeystore, jks |
LCreate new... J | Choose existing... |
Key store password: | -------- |
Key alias: | Keystore |D
Key password: | ........ |

[:] Remember passwords

| Previous | m | Cancel | | Help |

Select Build Type as Release, Signature Version as V1 and V2(Full APK Signature) and
Change APK Destination folder if you want and click on Finish

a B I R ]

@ @ Generate Signed Bundle or APK
Destination Folder:  /28thMay/workspace_installer/zigbank/platforms/android/app

debug

release |

Build Variants:

Signature Versions: V1 (Jar Signature) V2 (Full APK Signature) Signature Help

? Cancel Previous

This will generate APK by the given name and destination folder. Default APK Destination folder
is zigbank\platforms\android\app\release

Run the App and select Device or Simulator.

Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Copy and paste proguard-rules.pro from
OBDX_Installer/installables/mobile/service/android/obdxwear into
zigbank\platforms\android\obdxwear using explorer. The select obdxwear as the module and
follow same signing steps with same keystore.

Note: The application has config page to add URL. This is for development purpose only and can
be removed using below step. (Update content src tag)
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L e android [~/Desktop/Workspace_Android/18.3/Apiil/ 19thApr/workspace_installer/zigbank platforms/android] - .../app/sre/main/res/xmi/config.xml [app]
android ) iz app ) I src ) e main ) i res ) Fnxml ) g config xmi e abdx > a o mO % mQ
Android ~ @ = & — & AndrcidMantestaml e 0P propertios xml % AndroidManfost.oml & AndroidManifestxml & configxml -~
% app <7xml version='1.0" encoding=‘utf-8' 7> 09
& app-lib <widget id="con.ofss.digx.mobile.android” version="1.0.9" xmlns="http://www.u3.org/ns/widgets > -§
» P <name>obdx</ nane>
BarcodescannerLib ey i
Cordovalib A sample Apache Cordova application that responds to the devicersady event.
customizations </description>
R, <author email="devacordova.opache.org” href="http://cordova.ic">
Apache Cordova Team
obdxwear . </author>
obdxwear-{lby. <content sre="EITTAINITTIERENIR:" />
v Gradle Scripts <access origine"+" />
g <preference nane="Loglevel" value="DEBUG" />
a <preference name="OverrideUserAgent” value="obdx-mobile” />
3 <preference nane="DisallowOverscroll” values"true"/>
i <feature name="Whitelist">
H <paren nane="android-peckage" value="org.epache. cordove.whitelist.MhitelistPlugin® />
= <param nane="onload” values"true" />
</feature>
<feature name="Device">
g <paren nane="android-packege” value="org.opache. cordove.device.Device” />
‘é’ </feature>
g foatura namas"FarchBlunin® >
@ widget 1 contont
* Buiki: Sync s -
P # Project setup: synced successfully  at 19 5
£
g *
= x
o 0
" H
5 ]
s 5
5 H
) E
T hloget =T000 A Terrral VAV Q Event Log
) Gracte sync finished in 492 me (from cached state) 23chars 1079 LF - 8

14. Application will work on https only. If you want to run application on http then set
targetSdkVersion, compileSdkVersion to 30 and buildToolsVersion to 30.0.3 in app’s
build.gradle(zigbank\platforms\android\app\) and replace below code block from
obdx.conf(config/obdx.conf).

<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie ~(.*)$ $1;SameSite=None;Secure
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure
</If>

</IfModule>

With below one as,
<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie "SameSite=Strict" "
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie "SameSite=Strict" "
</If>

</IfModule>
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Note: We strongly recommend you to use https setup with sdk 31 only, as google play store won'’t
allow app’s below sdk 31.
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OBDX Authenticator Application

5. OBDX Authenticator Application
5.1 Building Authenticator Ul

1. Extract OBDX_Installer.zip and go to OBDX_Installer/installables/mobile/authenticator/ui. The
folder structure is as shown:

~

[] Name Date modified Type Size
@ _build 10/25/2018 2:42 PM File folder
@ components T/eTR01812:02 PM File folder
@ css 772018 12:02 PM File folder
@ framework T/27/201812:03 PM File folder
@ images T/27/201812:03 PM File folder
€ non-oam 7/27/201812:03 PM File folder
@ pages T/27/201812:03 PM File folder
@ resources /27 2018 12:02 PM File folder
2. Build Ul based on selected Authentication mechanism.

a. OAM based Authentication

e Open command prompt at “OBDX_Installer/installables/mobile/authenticator/ui /_build”
level.

¢ Run following command :

npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

e After running above commands and getting result as “Done, without errors.” a new folder
will be created in “ui” with name as “dist”.

b. NON-OAM Based Authentication

o Copy “non-oam /login” folder and paste it at location “components/modules” location. This will
replace existing “login” folder.

e Open command prompt at “_build” level.

¢ Run following command :
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npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

e After running above commands and getting below result. This error can be ignored and a new
folder will be created in “ui” folder with name as “dist”.

[ 3N ] adi — sh — 154x51

Tracing dependencies for: resources/nls/generic
Tracing dependencies for: jquery

Tracing dependencies for: knockout

Tracing dependencies for: knockout-mapping
Tracing dependencies for: text

Tracing dependencies for: promise

Tracing dependencies for: ojs/ojcore

Tracing dependencies for: css

Tracing ies for: ojs/oj t

Tracing dependencies for: baseModel
Tracing dependencies for: baseService

Tracing dependencies for: require-config
Error: Parse error using esprima for file: /Users/adi/Desktop/Patchset/18.2/28thJune2019/0BDX_Patch_Installer/installables/mobile/authenticator/unbuilt_ui
/authenticator_ui/dist/cordova.js
TypeError: Cannot read property 'type' of undefined
In module tree:
require-config

>> Error: Error: Parse error using esprima for file: /Users/adi/Desktop/Patchset/18.2/28thJune2019/0BDX_Patch_Installer/installables/mobile/authenticator/
unbuilt_ui/authenticator_ui/dist/cordova.js

>> TypeError: Cannot read property 'type' of undefined

>> In module tree:

> require-config

Execution Time (2019-86-28 15:22:49 UTC+5:30)

loading tasks - ENENNNENSNNENNNESNNENSEEESNETNNNESNNNENNNSNSNNNSNSNNNNNNED '
clean:preBuildCleanUp 12ms 0%

copy:main © ENNENNENNNNNNNNNSNNNSNNNNNNNNENN -
htmlmin:min 56ms 0%

inlinecss:main 8ms 0%

uglify:updatedBuild 1.35 NN 5%
string-replace:genericReplacements  15ms %

require 3ms 0%

requirejs:compile 1.65 NEEEEN 6%

Total 27.9s

dhcp-18-120-140-254: _build root# [

L[] Name - Date modified Type Size
@ _build 10/25/2018 251 PM File folder
@ components Ti2T/2018 12.02 PM File folder
@ «css T/27/201812:02 PM File folder
dist 10/25/2018 250 PM File folder
@ framework T/2T/2018 12,03 PM File folder
@ images T/27/2018 1203 PM File folder
€ nhon-oam FRT201812:03 PM File folder
@ pages T/2T/2018 12,03 PM File folder
@ resources T/27/201812:02 PM File folder
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5.2 Authenticator Application Workspace Setup

1. Navigate to workspace/installer and copy cordova and Cordovalib as in Section 2.2 Create
project-Step 5

@ @ workspace_installer
< 8 = QEEvE vl b il © Q
EaUDUEItes 4 workspace_installer > android.json
. 2 " app
®
@ AirDrop app-lib
Recents build
e build.gradle
Applications
i
| Boescor B Cordovalib -
[$ Documents gradle "
gradle.properties
o Downloads gradlew
. gradlew.bat
Locations .
keystore.jks
& iCloud Drive keystore.properties
Q Android... = local.properties
A platform_www 4
Q SmartSV... = proguard-rules.pro
) Remote Disc project.properties
settings.gradle
Tags workspace_installer.iml
© Red
—e(llR000

a. Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist
directory to workspace/installer/app/src/main/assets/www/

In case any popup appears, click replace

0 e o www
< 8= vyl | O Q
Eavolrites > AndroidManifest.xml app.properties components >
. assets > cert_keys.json @ cordova_plugins.js
®)
 arorop B p— -
Recents € cordova.js
>
A Applications ©ss
framework >
| Boescor images >
[ Documents img g
pages >
o Downloads plugins >
ocations resources >
& iCloud Dri o settings.html
iCloud Drive
Q Android... =
Q SmartSV... =
(©) Remote Disc
Tags
© Red
h_Oranca
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2. Launch Android Studio and open existing project

© Welcome to Android Studio

workspace_installer
~[Desktop/SVN/18....orkspace_installer

android

~[Desktop/Worksp...platforms/android \
‘/-

main

~[Desktop/Worksp...roid/app/src/main

android Android Studio

~/Desktop/Worksp...platforms/android

. Version 3.3.2
workspace_installer

~[Desktop/SVN/18....orkspace_installer

android =+ Start a new Android Studio project

~[Desktop/Worksp...platforms/android = Open an existing Android Studio project

android
~/Desktop/Worksp...platforms/android ' Check out project from Version Control ~
android [#' Profile or debug APK

~[Desktop/Worksp...platforms/android

. < Import project (Gradle, Eclipse ADT, etc.)
android

~[/Desktop/Worksp...platforms/android ¥ Import an Android code sample

android

~[Desktop/Worksp...platforms/android
©x Configure ~ Get Help ~

android
3. Open OBDX_Installer/workspace_installer folder in Android Studio.
< oo~ E# workspace_installer & Q
Favorites » Android > 12thApr [d Bl workspace_installer > android.json
> App L4 13thApr L4 app >
E Recents N pisa . app-iib N
A Applications (3 build >
L4 build.gradle
Desktop
- cordova »
B Documents Cordovalib >
° Downloads gradle "
gradle.properties
Locations gradlew
& iCloud Drive gradlew.bat
i keystore.jks
D Android Stu... = keystore.properties
Q SmartSVN... = local.properties
A platform_www >
i proguard-rules.pro
Media project.properties
. settings.gradle
n Music workspace_installer.iml
@ Photos
New Folder Cancel m

4. Open gradle.properties file and update following properties with relevant proxy address if
required
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El- Project v Q= % I-
» [21 mipmap-Idpi

» [21 mipmap-mdpi
v [£] mipmap-xhdpi
@ icon.png
»  [21 mipmap-xxhdpi
» [21 mipmap-xoothdpi
v [Elvalues
Ch R
A2 stringsaxoml

—
2 stylesxoml

» 1 xml
» C3sic
21 workspace
[} android.iml
E" android.json
%AndroidManifest.xml
[} authenticator.iml
O build.gradle

il gradle.properties
E gradlew

systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort <port number>
systemProp.https.proxyHost <proxy_ address>
systemProp.http.proxyPort = <port_ number>
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5. Open “assets\app.properties” file and update following properties as per requirement

E- Project v (IR - A o
E@ authenticator D:)\mobile_svn\android\authenticator
[ gradle
[ idea
3 assets
=71 www
JE“ cert_keys,json
3 build
[ cordova
[’ Cordovalib
[ gradle
1 libs
[ platform_www
[ res
C3sic
21 workspace

™ -

connection_timeout = <timeout_in milliseconds>
ssl pinning enabled = <YES or NO>

shared server url = <server_url>
shared oam url = <oam_url>

otp type = <HOTP or TOTP>

® android - [DA172AppBuild) id] - [android] - ..\assat: properties - Android Studio 2.3.3 - m] X
bl Edit View Navigate Code Analyze Refactor Bulld Run Toolks VCS Window Help
DEHD #+ XDO QA ¢ A Gandid~/p # K G M L 8 2 L 7 Q
o B Project - @ % - I~ [ligradleproperties X | [ app.properties X 2
% [ android droid £ 2
5 £ gradle connection_timeout=1500 2
” ssl_pinning enabled=Yes
03 idea shared_server_urle=http://111d37c2.ngrok. ic
® i assets shared_oam_url=http://c0463ae2.ngrok.ic
g B www otp_type=hotp
H =
2 (3l app.properties
v B cert_keysjson
L3 build
i 1 cordova
3 .
3 [ Cordovalib
b [ geadie
E3libs
3 platform_www
Ciires
Casic
[ workspace
H [& android.iml
L% B android json
x 8 AndraidManifestaml
2 build.gradle
a [ai gradle.properties §
3 B gradiew g
% [ gradlew.bat 3
3 [) keystore jks E
M-
B O Messag & Android Monitor 2 TODO ) Event Log = Gradle Console
[ Gradle build finished in 35 620ms (a minute ago) 1:55 CRLFS " 8 0
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Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url”
property.

6. Click Build & Clean & Build = Rebuild project in Android Studio.
7. Click on Build - Edit Build Type - app - release
Enable minify - true
Add progurard file from workspace_installer/proguard-rules.pro
Click OK

8. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag
of AndroidManifest.xml

ene pace_installer [- SVN/18.3./ 1 installer] - . xmi (app) 1
= workspace_installer ) 11; app ) i src ) B main ) g AndroidManifest xml A (mapp v | » & Y W vOoO @Le marl
Android ~ S = & —  [joopproperties & cordovajs = configxml ey settings htmi & AndroidManitest.xml -~
§ <app e
S <supports-screens -4
P ks android:anyDensity="true" s
z & AndroidManifest.xml android: largeScreens="true"
generatedJava android:normalScreens="true" 4§
assets android: resizeable="true"
i android:smallScreens="true" : |
android: xlargeScreenss"true" /> |
components |
cordova-js-src “android.permission. INTERNET" /> i
B <uses-permission android:name="android. permission.WRITE_EXTERNAL_STORAGE" />
ot <uses-permission android:name="android.permission.READ_PHONE_STATE" />
FERRONIK: i "android.pe ion.READ_EXTERNAL_STORAGE" />
images.common “android. pe ACCESS_NETWORK_STATE" />
img
pages <application
e android: hardwareAccelerateds"true"
5 plugins android: icon="gnipmap/icon"
g resources.nls 1 &
‘g’ 2 cordovajs droid:usesCleartextTraffic="true’
g android: supportsRtl="true">
5 & cordova_plugins.js - d le.android. safetynet . ATTEST_API_KEY"
o w settings.html a : "AlzaSyA_Fj y! >
app.properties <activity
e , cert_keys.json android:name="com.ofss.di bil thenticator.Mai
H = i iaChanaes="ori i reensizellocale”
g res 5
manifest  application
& drawable
& Jayout Text  Merged Manitest
Build: Sync & -
£ 1 ® Projectsetup: synced successfully at 13/04/19, 12:31 PM
5
bl 2
&
*| X 5]
o
® 2
5 3
§ 1
E S
z 2
a H
- 3
= G logcat = TODO M Terminal | 9: Version Control | % Build Q Event Log
(] App s not indexable by Google Search; consider adding at least ane Activity with intent filter more details. Attribute *usesCleartextTraffic' is onl.. 35 chars 26:9 LF & )

9. For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk

® ® Generate Signed Bundle or APK

() Android App Bundle
Generate a signed app bundle for upload to app stores for the following benefits:
® Smaller download size

® On-demand app features
® Asset-only modules

Learn more
O APK |
Build a signed APK that you can deploy to a device

? Cancel Previous

Mobile Application Builder Guide — Android 37



OBDX Authenticator Application

[ RO ) Generate Signed Bundle or APK
Module -] J
|
I
Key store path JUsers/adi/Desktop/Android/keystore
Create new... Choose existing...

Key store password 00000000
Key alias key1 |

Key password 00000000

[ | Remember passwords

? Cancel Previous m

o~ ——— ol i 2l e F ol S ArrEce usTy

[ JON Generate Signed Bundle or APK

Destination Folder: /28thMay/workspace_installer/zigbank/platforms/android/app |

debug

release

Build Variants:

Signature Versions: V1 (Jar Signature) V2 (Full APK Signature) Signature Help

? Cancel Previous

Click Finish to generate .apk

Note: The application has config page to add URL. This is for development purpose only and can
be removed using below step. (Update content src tag)
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LN ] workspace. installer [ Androic/18.3/ installer] - i fig.xml [app]
12 workspace_installer | 1; app ) W src | B mein ) [ res ) Bl | g config.eml ) A\ map - B #G2aB0 RL% KRQ
G T & —  Weeporopetios - G AndracMantestaml g, configam -~
<Pxnl version="1.0" encoding="utf-3 7> §
<widget id="con.ofss.digx.mobile.authenticator” version=" Xmlns="http://mi. w3 .0rg/ns /widgets"” xnlnscdv="http://corday. &
re nome="Whitelist'>
> <paran name="android-package” values" he. cordove .whitelist =
» ¥ Gradle Scripts perew mais it Wit /5 =
</teature>
<name>0B0X Secures/name>
<description>
Application to generate one time password for t 1n 0BDX
</doscription>
<author enail i con® hrefs le.con">
| </author>

<content src~ {ITTITITHOTN" />
<access origin="s+" />
<allow-intent href="http://*/x" />
<allow-intent href="nttps://+/+" />
<allow-intent href="tel:s" />

H <allow-intest href="sma:a" />
3 <allow-intent hrefz"mailto:s" />
% allow-intent href="geo:+" />
a <allow-intent href="marketi+" />
nane= i * values' " />
- <preference name="Loglevel" value="ERROR"/>
<feature nane="bevice">
g ~<poron name="andreid-packege" values'org.opache. cordove.device.Device" />
3 </feature>
& <feature name="FetchPlugin'>
& <naram namesandrnid-narkana® valuasrom adahs shanomsn fateh Fabchdlumin® /s
= widget ) content
Bulld  sync g =

£ & v ® Build: comploted succossfully ot 19/04/19, 4:05 PM 583 me
2 ¥ @ Run build Usars/adi/Dx space_Android/18.3/1Auth icator/2019/April1GthApr/workspace_instaler 489 ms
& @ » @ Load build 3ms
* » @ Configure build 356 ms

* & Calculate task graph 20ms |0
g x » @ Run tasks noms §
2 8
g g
3 )
3 1
[ g

i& T00C BN Terminal 5 = §:Logeat (] Event Log
1) Oradle build firished in 595 ma (2 minutes ago) 16chors 1449 LF ¢ UTF3 Contaxt <rocontoxts ‘i
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6. Application Security Configuration

Root Check - Ensure Step 3 is completed.

1. We also have to maintain package names of Servicing and Authenticator app in the same
table, i.e. DIGX_FW_CONFIG_ALL_B corresponding to the following keys respectively:

ANDROID_SERVICING_PACKAGE and ANDROID_AUTHENTICATOR_PACKAGE
An example query will be:

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values ('ANDROID_SERVICING_PACKAGE', 'mobileconfig’,
‘com.ofss.zigbank', 'N', "', 'Stores device id in OUD', 'ofssuser’, sysdate, 'ofssuser’, sysdate,
'Y', 1,);

SSL Pinning

2. Getthe list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
‘<certificate.der>" with the path to your certificate.

openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -outform
der | openssl| dgst -sha256 -binary | openssl enc -base64

3. Add the hashed keys generated in point 6 to
zigbhank\platforms\android\customizations\src\main\res\values\app.properties.xml file
in ‘certificate_public_keys’ array. Append this key to ‘sha256/ in an <item> tag as shown
below. Multiple certificate keys can be added to ‘certificate_public_keys’ array by adding
them in <item> tags.

</string-array>

Home
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